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The Intere of Things (1oT) incdudes objects with recognizable char 
acteristics that are associated to the Internet The diversity of erising 

Gerices, such as PCs and networked computers, or 4G-enabled mobile 
cerics, 2s Vwell s their internet connected nature, make them unique 

and valuable. The loT network is defined by the frameworks and or 

22nization of interCOnnetted devices. As a result of the advarcements 

in ursor networks, mobile gedgets, wireless devices, Detworking, and 

cdud techrslogies, there has been a revaluation of the capabílities of 

etints that are connected to the internet In 2025, experts estimate 

that 5) billion nodes/things will be able to communicate with the inter 
1M erd be connected [1]. 
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IoT den't merely involve connecting devices to the Internet. As 

machire, 2ppliance, et., can also be interconnected. The loT network 

makes it pasible for these objets to converse and ezchange information 

while eecuting larye applications to achieve a common gal. In various 
develupmenS pes, from a minute single objert to a large collection of 

dissimiler cjects, the charecteristics as well as the depoyment proces 
keeps on dhanging 

Pecent advancements in the communication prtocois and tbe netwking tectnoioris bve abied conert 

ity of a wde raoge t bjects, resiting in the Intenet a Thánps oT) etwork The ruscis ke MQ Teemesy 

Transport (MQTT), wel as Constrained Apicatioe Protocol (CA) 2re moderately cabie f zicing the 

management of heterogees wireles es Dews eninaeiomt with vey b 

One of the imprant characters asnonz these are the transmission 
and security f the data. The rapid evdution of the cunnunication pro 
tocois has aumented the growth of the ioT network for communication 
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well as ocher sucth computing appications. Thus, thee is a Deed foc 2 

secure and reliable data communication tectnicue that czo be achieved 

baed on an effiient routing protOCol [2-7] The routing scheme hz to 
handle the follovwing issUES. 

Reduce iredevant and dupliczte datz during data transmiion 
Avoid daa les near the receiver end. 
Select a seCure and reliable path from source to �estination 

thís pape, we propse a Secure Relizble Messaze Communica 
tion (SEC-RMC) protocoL It works on the principles of generating d 
Communication of the data based on publisher/pabscribe odel The 

SEC-PMC protocol is lightweizht and secured It wors oa top of the 
MOTT Protocol 2s shown in Fig 1. 

The major contributions of the paper are as follows 

loT nodes are inútially separated into the network uing MQTT 
pub/sub. Nezt, In Mosquito MQTT, 2 node is sedected and an event 

is detected 
Getting distance and node in/out degrees ty using the private key 
of the publisher and the subscriber tupic. 
The propoed method minimize the chance of packet mshandung 

over the network, as the Mosquito MOTT broker routes atound ma 

licious nodes 
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ABS T RACT 

The Internet of Things (l0T) includes objects with recognizable char 
acteristics that are associated to the Internet. The diversity of existing 

devices, such as PCs and networked computers, or 4G-enabled mobile 
devices, as well as their internet connected nature, make them unique 
and valuable. The loT network is defined by the frameworks and or 

ganization of interconnected devices. As a result of the advancements 

in sensor networks, mobile gadgets, wireless devices, networking, and 

cloud technologies, there has been a revaluation of the capabilities of 

endpoints that are connected to the internet. In 2025, experts estimate 

that 50 billion nodes/things will be able to communicate with the inter 
net and be connected [1]. 

https://doi.org/1 0.1016/j-gltp.2022.04.015 

IoT doesn't merely involve connecting devices to the Internet. As 

machines, appliances, etc., can also be interconnected. The IoT network 
makes it possible for these objects to converse and exchange information 

while executing large applications to achieve a common goal. In various 
developments scopes, from a minute single object toa large collection of 
dissimilar objects, the characteristics as well as the deployment process 

keeps on changing. 

Available online 2 April 2022 

Recent advancements in the communication protocols and the networking technologies have enabled connectiv 

ity of a wide range of objects, resulting in the Intermet of Things (loT) network. The protocols like MQ Telemetry 

Transport (MQTT), as well as Constrained Application Protocol (CoAP) are moderately capable of providing the 

management of heterogeneous wireless sensor networks even in an environment with very limited bandwidth. 

In this paper, we develop a lightweight encryption algorithm to obtain reliable secure data transmission between 

IoT devices. We propose a Secure Reliable Message Communication (SEC-RMC) protocol using Mosquitto MQTT 

message broker with cryptographic enhancements to offer security services and also provide the mutual authen 

tication in the loT environment at the transport layer. The proposed scheme decreases the number of messages 

transmitted between the devices. Also, the authentication scheme provides resistance to DNS hacking, routing 

table poisoning and packet mistreatment. On comparison with the existing methods, the transmission time has 

been reduced by 80% in this work. 

One of the important characters among these are the transmission 

and security of the data. The rapid evolution of the communication pro 

tocols has augmented the growth of the IoT network for communication 
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as well as other such computing applications, Thus, there is a need for a 

secure and reliable data communication technique that can be achieved 

based on an efficient routing protocol [2-7]. The routing scheme has to 

handle the following issues. 

" Reduce irrelevant and duplicate data during data transmission. 

" Avoid data loss near the receiver end. 

Select a secure and reliable path from source to destination. 

In this paper, we propose a Secure Reliable Message Communica 
tion (SEC-RMC) protocol. It works on the principles of generating and 
communication of the data based on publisher/subscriber model. The 
SEC-RMC protocol is lightweight and secured. It works on top of the 
MÌTT Protocol as shown in Fig. 1. 

The major contributions of the paper are as follows. 

" IoT nodes are initially separated into the network using MQTT 
pub/sub. Next, In Mosquito MÌTT, a node is selected and an event 
is detected. 
Getting distance and node in/out degrees by using the private key 
of the publisher and the subscriber topic. 
The proposed method minimizes the chance of packet mishandling 
over the network, as the Mosquitto MQTT broker routes around ma 
licious nodes. 

2666-285X/ 2022 The Authors. Publishing Services by Elsevier B.V. on behalf of KeAi Communications Co. Ltd. This is an open access article under the cC 
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FTRAT: Fault-Tolerant Routing Based 
on Aggregation Tree to Improve the QoS 
in Wireless Sensor Networks 

P. Manasa, K. Shaila, and K. R. Venugopal 

Abstract Wireless sensor network is one of the effective communication fields due 
to its capability of performing functionalities such as sensing, aggregation and other 
computational activities. Cluster formation among the deployed sensor nodes has 
shown to be an effective method in saving life of the network. Cluster head selected 
supervises other nodes in the network and plays a vital role in data transmission. 
Since cluster head is responsible of monitoring the whole cluster, so cluster heads 
are more crucial in the network. If defective cluster head is present in the network, 
transmission in the network will be worst hit. In the proposed work, the network 
failure due to defective cluster head can be overcome by considering backup cluster 
head in the network. Flawless cluster member node energy is coordinated to form the 
backup cluster head. Aggregation tree formation among the cluster head and backup 
cluster head in case of cluster head failure in the network helps to improve Q0S by 
adopting beneficiary path from cluster head to the sink. 

Keywords Aggregation tree Backup cluster head · Cluster head · Quality of 
service (QoS)· Routing and wireless sensor networks 

1 Introduction 

Wireless sensor networks (WSNs) frequently update to sink node by monitoring the deployed sensor devices. Routing of data from sensor to sink is carried out 
productively by adopting effective routing methods. Effective routing methods like 

P. Manasa (3) 
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Abstract - The data confidentiality in an image is 
predominant in digital-world and outstretching the 

importance. Steganography and Cryptography are generally 
used for securing information. The security level is enhanced 
by encrypting the secret image using dual chaotic system 
models to generate random encryption sequences using 
Logistic and Tent map in proposed algorithm. The encrypted 
image is inserted into another image in transformation domain 
using DWWT-LSB steganography techniques. Proposed method 
is robust and providing high information security with a good 
SSIM and PSNR for encryption process and embedding 
process respectively. 

INTRODUCTION 

Vivekananda Institute of Technologv, 
Bengaluru, India 

shailak17@gmail.com 

Keywords-- Cryptography, chaotic system, Logistic, PSNR, 
SSIM, Steganography, Tent Map. 

The commercialization and continuous development of 
digital technology has reformed the processing of secret data 
for protection and security. Everything is headed in the 
direction of smart epoch driven by digital world intending to 
have data at finger tips. Each second approximately millions 
of data exchanged over the internet in different forms such 
as, text, audio, video or image. Infornmation in images are 
effervescent and visually striking than data represented in 
text. personal and sensitive data or data related to defense or 
medical data or documents related to an organization need to 
be secured from unauthorized person when it is circulated 
and shared across internet. 

Steganography [1] is a technique to hide data into 
multimedia without leaving any noticeable falsification. 
Cryptography [2] is a process of protecting data from 
unauthorized persons using codes such that only intended 
person can decode the protected data. With the expeditious 

growth in digital technology and network technology, digital 
images have become imperative medium for data storage and 
transmission. Ensuring the indemnity of information plays 
significant role. If the information is stolen from an industry 
or an organization, it will have immense deprivation. 
Cryptography and steganography techniques can encrypt and 
embed data, even if the data is stolen, unauthorized person 
cannot recover the real data. Steganography means protected 
and covered writing and is originated [3] from Greek words 
'Steganos' means covered or protected and 'graphia' means 
writing. Ssteganography methods used for embedding 
information are text, image, audio and video steganography. 
However, different types of steganography mentioned can be 
combined to securc the secret data [4]. Image steganography 

is a predominant digital steganography uscd in various 
applications. Cryptography falls into two categories, 
symmetric-key cryptography uscs the same key for both 
encryption and decryption, asymmetric-key cryptograplhy 
where diferent keys are used. With the rise in usage of 
image for data or information sharing. image encryption 
expedited lot of demand in digital world. Numerous 
cryptographic and steganographic algorith1ms are developcd 
and are in widely used. With the development of cncryption 
and embedding algorithms, counter attacks are also advanced 
and hence securing data from unauthorized person is a 

and recursive development with new steganography 
cryptography methods. The conventional cneryption process 
such as, AES, DES, blowtish algorithms are suitable for 
encrypting tcxt data but, these algorithms turns out to be 
deficient when used for image encryption due to intrinsic 
characteristics of image like high redundancy, strong 
corelation and so on. Steganograplhy happerns to be better 
for securing the image by embedding in another image 
Integrating steganography with cryptography results in high 
security for data. 

Venugopal K R 
Vre Chmc ellor 

Bengulurn lmweri 
Bengaluru. Inda 

Chaotic theory (5] concerns deterministic modcls whosc 
behavior can be predicted for a while and then appears to 
become random. The chaotic system (6] has better properties 
in data encryption since chaotic systems are sensitivity to 
control parameter and initial valuc condition. Chaotic system 
has some complex properties and pseudo randomness that 
used in generation of secured and robust encryption 
algorithms. Chaotic system includes, Logistic map. Arnold 
Cat map, Lorenz, Henon map, Tent map and other models 
The attractiveness of developing chaotic models n 
implementation of crypto systems is due to tact that a chaotie 
model is characterized by: (a) High sensit1vity to control 
parameter and initial condition. (b) Randomness und 
unpredictability. (3) ease for implementation. 

DWT (7] is used to reshape the spatial domain 
information in to transformation domain intormation. When 
a DWT is performed on image it is deeomposed into 4 sub 
bands called LL-Approximation band, LIl-l Horizontal bund, 
HL-Vertical band and HH-Diagonal band. Appruximation 
band contains the most significant features ot an image. Rest 
three bands contains less intormation of the image that can 
be utilized for inserting secret information. 

Pnnc1pat 

Proposed work is focused towards provid1ng securnty to 
an information by encrypting and inserting seeret image datu 
into cover image. Many algorithms are in place o provade 
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and Dynamic Environment Using Local Automate Based Autonomic 
Network Architecture 

K.N. Sanjay'K. Shaila' K.R. Venugopal? 

Received: 10 November 2020/ Accepted: 18 March 2021/ Published online: 22 April 2021 e The Author(s), under exclusive licence to Springer Nature Singapore Pte Ltd 2021 

Abstract 
In social activities with shared Wi-Fi needs to accommodate large number of users and effectively handle congestion. These are critical issues due to the presence of larger density nodal activity at nearby access points involving inter-technologY interference. An interference involves a statistical approach in monitoring access points with its received crrors. The received 
errors vary with frame reception at their fields like PHY, MAC headers and payloads. Local automate-based Auton omic 
Network Architecture a cross layer approach algorithm is proposed to channelize a frame reception and can effectively avoid 
inter-technology interference. This results in P2P communication at initial stages and can accommodate multiple mobile 
devices with varying signal strengths. The algorithm is deployed for a dynamic environment along with static clusters. The 
throughput of the entire network is increased by 20% because of identifying multiple nodes with lesser latency avoiding 
congestion. 

Keywords Autonomic network architecture Local automate· Medium access control layer Physical layer Point to point 
(P2P) Wirel ess fidelity (Wi-Fi) Wireless sensor network 

Introduction 

The deployment and its popularity of Wireless Sensor Net 
work provide s users to think beyond its timeliness. The clas 
sification of WSN starts from few meters to several kilome 
ters. With higher distance coverage Wireless Fidelity(Wi-Fi) 
is among the cne with good reliability features in practical 
applications. Wi-Fi operating rages from 900MHz, 2.4 GHz, 
3.6 GHz, 4.9 GHz, 5 GHz, 5.9 GHz and 60 GHz bands. 
The 2.4 GHz is considered as it can be found in most of the 

industrial appications handling a larger density of nodes. 
The process looks simple if the area is not set as a constraint 

This article is p ar of the topical collection "Cyber Security and 
Privacy in Com munication Networks'" guest edited by Rajiv Misra, 
RK Shyamsunde, Alexiei Dingli, Natalie Denk, Omer Rana, 
Alexander Pfeiffer, Ashok Patel and Nishtha Kesswani. 
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in using Wi-Fi. The collision and congestion can be easily 
avoided with larger space and high bandwidth compared to 

UWB, Bluetooth or even ZigBee (1-5]. 
The sensor network data with large density nodes in a 

smaller area with lesser collisions and congestion is con 
sidered. The use of Wi-Fi includes both static and dynanmic 

environments. While in a smaller network including 5-15 
nodes can be made dynamic. Onc such example is Wi-Fi 
Hot-spot using cellular phones. While with industrial appli 
cations are concerned it involves Wi-Fi stations with routers 

and larger number of nodes in a wide spread environment. 
The support by each level of design in a combined static and 
dynamic environment if fulfilled at a certain level based on 
strength of a signal and recciving nodes capability. 

The data transfer rate differs from node to station level. 
Capturing the various strengthen in signal and transmitting 
at a required data rate requires user atlention. To ill this 
gap between a various data rate operation a local automale 
based autonomic network architecture is proposed [6]. Local 
automate chooses nodes, routers based on their probability 
of occurrence. 

The architecture provides modeling information and pro 
cessing is task driven with the collaborative neighborhood. 

VIVEKANANDA INSTITUTE OF TECHNOLOGY 
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Designing WiMAX Static Environment using Local Automata based 
Autonomic Network Architecture for Wireless Sensor Networks 
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Procedia 

Smart grid applications requires network availability with lesser dark spots. The available qualitative requirements with dynamic 
nodes, static stations and routers need to be validated without collisions. This can reach to back-haul network with reachability of 
specific nodes and routers in Wireless Sensor Network. One method of solving the issue is to use local automate based environ1ment 
for dynamic nodes. Advanced with static environment configuring address agnostic feature could bridge the gup between static and 
dynamic environments. The multicast probabilistic model using LA-ANA is proposed with quantified metrics in MAC layer to 
avoid congestion and dark spots in Wireless Sensor Networks. Thus, increasing throughput and fault tolerance levels with 10-15% 
supporting unicast and multicast delivery. 

Computer Science 
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The challenging area with significant ubiquitous computing for low cost networking platform are required using 
WiMAX. The mesh capability available in WiMAX helps user forming multi-hop networks. The capacity is linmited 
with varying coverage area and density of nodes. This also includes deployment and self-healing potential in resolving 
with suggested multiple routing paths. This attract various hardware and software constraints in handling static and 
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dynamic network nodes. The entire network consists, of nodes, routers and stations. Thus, channel with multimedia 



Improved Packet Delivery for Wireless Sensor 
Networks Using Local Autonate Based 

Autonomic Network Architecture 
in a ZigBee Environment 
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Abstract. A low cost, low power personal area network is formalized by IEEE S02.15.4 standard ZigBee Wireless Sensor Network. The most common way to construct a WSN using ZigBee is to use tree type network topology. This leads to large amount of energy consumption because of congestion in network. The node failures in a network topology, results in reconstructing the route of existing struc ture. Thus, a Local automate based autonomic network architecture is deployed at the MAC layer of ZigBee protocol. The architecture considers previous occur rences of probabilities of nodes and learns their behavior during transmission. This record an active state of each node, that inturn reduces congestion when neighbor ing node failure occurs. Simulation results provide 20% increase in unicast and multicast delivery rate. Finally, throughput of an entire network in a larger density dynamic environment increases. 

Keywords: Autonomic network architecture (ANA)· LACAS Local automate (LA) Wireless Sensor Network ZigBee 

1 Introduction 

With the expanding modernity of remote correspondences and detecting advances, dif ferent sensor-based applications, like industrial robots and electro-mechanical mecha nization, creates enormous monetary and social implications. The potential for much more prominent effect has broad investigations on WSNs with ZigBee standards. This determines the industrial system and application layers for detecting information delivery rate [1-3]. 
The process requires backbone network with static environment and related nodes that are mobile. These nodes rely on the available power supply. Normally. traffic infor mation is overheard to the cluster of a tree and its responsibilities in considering larger 
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Abstract 
Secure data aggregation intends to reduce redundant data transmission and malicious node interlerencc in the network. There 
fore, designing secure data aggregation protocol is a crucial task in WSNs. In this paper, we have proposed a SeCure Data 
Aggregation using Fuzzy Judgement, Pattern Category and SHAP Contribution (SDAFPS) protocol. The SDAFPS protocol 
involves hree main phases. In the first phase, the protocol controls the topology with the selection of efficient aggregator 
node in every interval. The second phase uses category pattern code generation and utilization concept to reduce data size 
and to aggregate data. Finally, in third phase, the aggregated data are encrypted using partial equation of SHAP contribution 
and decrypted with SHAP contribution equation. The decrypted data are verified with dataset prescrvcd at the sink node 
The SDAFPS protocol is implemented using NS2 Simulator tool and performance of proposed protocol is compared with 
existing protocol and validated 18% improvement in network lifetime, 10% mininized End-to-End Delay and 14% improve 

ment on Packet Delivery Ratio over protocol. 

Introduction 

Keywords Data aggregation End-to-end delay Fuzzy judgement Network lifetime -Packet delivery ratio Pattern 
category. SHAP contribution 

In recent days, Wireless Sensor Network is emerging in a 
rapid manner in different fields, namely environment moni 
toring, nilitary surveillance, health care industries, etc., 
[1-4]. WSN is composed of several tiny sensor nodes which 
are limiled resource self-conscious devices. The resource 

restricti on leads to various challenging issues via. security, 
data aggregation, congestion, etc. There are various secure 
data aggregation algorithms in WSNs. The data sensed from 
various sensor nodes are aggregated and forwarded to the 
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destination [5, 6). The aggregated data are protected from 
several intruders such as Denial-of-Service attack. black 

hole attack and worm-hole attack (7]. The unbalanced dis 
tribution of transmission load in the network causes shorter 

network connectivity and drams sensors energy which lcads 

to energy hole problem [8]. The eficient rouling algorihm 
in (9] minimizes energy consumption and number of hops 
during data transmission. 

Several existing algorithms focus on topology control to 
maximize network lifetime in WSNs. These algorithms are 

categorized as power control [||] and cluster head selection 
|12]. In |13] the energy consumplion for data transmission 
is reduced by minimizing data size. 

Contribution: The proposed protocol identified both secu 
rity and data aggregation issue and designed lopology bal 
anced secure data aggregation protocol. The fuzzy judgnnent 
matrix is used to control topology to select an appropriate 
parent node which helps to handle the network disconnee 

tivity issue. In the proposed protocol, calegory paliern code 
concept is used to divide the temperature range for regular 
interval threshold and assigning it instead of forwarding an 
original temperature. Then, sink handles dataset using SHAP 
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ABSTRACT:Various clustering algorithm e xists in W ireless Sensor Networks concemed on balancing energy utilizat ion. Many research issues deviate towards the fomat ion ofclusters based on encrgy, distance, and another sensor node's resource parameters. In this article, the proposed protocol is co mpos ed oftwo phas es. In the first phase, clusters are formed based on Partic le Swarm Optimization and Markov's Random Fie ld mathemat ical calcu lation. The second phase generates a key, where the secret key is used for encryption technique. The proposed protocol is imp lemented in the NS2 simu lator. When comparing the existing protocol with the proposed MIPSOE protocol it is in fened that there is an improvement in tems of network lifetime, throughput, delay, and packet delivery ratio. 

1. Introduction 

Keywords: Markov Random Field, Particles Swam Optiumization, Wireless Sensor Networks 

The sens or nodes are self-configured and are connected to the intemet for commun ication, which is refe rred to as the Internet of Things. The Intemet of Things is a part of Wireless Sensor Networks. Wire less Sensor Networks are open and unprotected communication channels between sensor nodes. The network is forced to several intruder attacks and also unprotected network sensor nodes are vulnerable to limited battery usage. Therefore, it is necessary to balance cnergy usage in the network without network dis connectivity. 
The existing algorith ms (1] LD FA-PSO designed a lightwe ight scheme to mit igate Black-hole attack [ 14). [2] mitigales mu lti-layer flboding attack and minimizes energy utilizat ion by nonitoring residual energy status and [3) detects Sybil attack in large WSNs and reduces false alarm rate. Reduced network c lustering and balanced consumption clustering is a process of connecting sens or nodes into one group with one cluster head. There are different a lgorith ms to form a cluster and to elect custer heads such as LEACH (4), Particle Swam Optimization (5), GSA [6], and MOEA (7]. 
These algorithms are a trade-off between energy, latency, and data protection. So, it is necess ary to develop a mechanis m that should be capable of monitoring energy, delay, and data protection. Therefore. in our work, a protocol is designed n such as to fulfil the constraints of WSNs. The protocol forms cluster with Integrating Partic le Swarm Optimi zation and Markov Random Field concept and protects data with enhanced encryption technique which generates a key based on cluster and energy density. 
The Particle Swarm Optimization algornith m searches for the optimal best path based on swam intelligence. Initially , obtains the bas ic information about the sensor nodes and the environment and applies fitness function. The global best fitness value is cons idered to fnd the similarity of the sensor nodes and foms the clusters us ing the cos ine simila rity 
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Abstract: Wireless Sensor Networks have extended its functionalities by integrating with thc Internet of Things 
and are highly proficient when it is incoporatcd with other technologies. This demands communication with lesser 
energy consumption and one such idea of low energy consumption is low energy path sclection by a mobile sink 
node. Path selection requires a good Signal Interference Noise Ratio (SINR) which is calculated for the positioned 
mobile sink. Thus, a high-quality transmission path is selected by choosing a path to obtain better SINR. MBSR 
algorithm considers hierarchical clustering schemes and heads are clected to monitor the nctwork. Heads of the 
clusters conmunicate to IoT applications using Multiple Input and Multiple Output Dual Antennas. The proposed 
MBSR scheme utilizes a path optimization technique and finds a suitable path to establish links to end user and real 
time environments. The proposed MBSR mechanism employs three phases of execution. Phase I: Cluster Crcation, 
Phase 2: SINR Analysis for Path Selection. Phase 3: Data transmission to MIMO Devices and in turn forwards to 
static sinks that connect to end-user using the internet. MBSR improves transmission quality and the proposed 
scheme is tested for various network parameters to chcck transmission quality and is compared with existing 
methodologies. 

1. Introduction 

Keywords: Hierarchical Clustering, loT, MIMO, Signal Interference Noise Ratio, Wireless Sensor Network. 

Internei of Things ( loT) entrusts the connection of devices to cstablish communication among various applications. 
Due to the advancement of technology, wSNs can be casily integrated with other technologies and cnable users to 
access various applications. loT refers to remote sensing, gathering, and communication of infornation with the 
view of cstablishing a connection betwecn real and computer domain. This provides better opportunities for 
mankind in accessing valuable resources resulting in effective economic utilization. loT incorporates various 
devices for communication establishment from real-world to end-user [1] [2]. The loT supported WSNs consist of 
sensing, data collection, accumulation, processing, and a communication unit. Data collection and accumulation o! 
information in loT devices should consume minimum energy [3]. 

Clustering in loT refers to the grouping of loT devices to collect and accumulate the information. It avoids the extra 
burden on loT devices for repeated data transfers. In WSN-loT. LEACH (Low Energy Adaptive Clustering 
Hierarchy) and other hierarchical protocols enable designing the routing efiectively to achieve the quality of service 
Different routing schemes are designed in Cluster Head selection (CH) to reduce the overhead in choosing of CH. 
Power-eficient routing technologies are in the foremost position lor lol applications. Energy balance in deployed 
devices helps to prolong the battery life of loT devices. CHs functioning in the network should always utillze 
minimum hops to reach the information to sink node [5-6]. 
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DMHCET: Detection of Malicious Node for 

Hierarchical Clustering based on Energy Trust in 
Wireless Sensor Network 
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Network Lifetime 

AbstractWireless Sensor Networks are inhibited with the 
energy consumption and major role plays in improving the 
network lifetime. The hierarchical cluster zone formation helps 
in improving its lifetime of the network. The proposed work 
employs low energy clustering and hierarchical protocols that 
aims at providing secure path when the network is exposed 
to malicious attacks and shows improvement in QoS metrics 
like throughput, Packet Delivery Ratio, Routing Overhead and 

Index Terns-Hierarchical Clusters, Malicious attacks, QoS, 
Routing, Security, Wireless Sensor Networks. 

1. INTRODUCTION 

Email: shailak 17 @ gmail.com 

Monitoring the information in the field using WSNS 
consists of arbitrary deployment of sensor nodes. This can 
examine the surrounding environment and process from 
monitoring field to the destination. Clustering achieves 
network's sealability and will lower the quantity of raw data 
that is communicated to the destination thereby saving the 
battery life(1] 

Motivation: Hierarchical clustering of network is one 
of the effective ways to enhance the network lifetime of 
the cluster node. This can be achieved by sharing the 
monitoring responsibility at different levels in the network. It 
is highly necessary to follow secure transmission protocol for 
information exchange in the network[2). 

Con riburion: To achieve improvement in Nel work 
Lifetime, DMHCET protocol is proposed. DMHCET adopts 
the Hierarchical Clustering methods in the routing techniques. 
It also provides a secure transmission path, when the network 
is vulnerable to malicious attacks. This protocol avoids 
transmission through a node which has lesser energy and via 
malicious nodes in the network. 

Org anization: In section II, related work and their draw 
backs arce discussed. In section II, problem statement of 
clustering and black hole attack is explained. Section IV 
gives the detail of proposed techniques and the Net work 

Model Section V described the proposed DMHCET Systen. 
Section VI explains the simulation and section VIl explains 
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and tabulates the obtained results. Final!y. in SectIon VII 
conclusions and references are discussed. 

II. RELATED WORKS 

SAIMA [3] et al.. proposcd Mobility-Aware Clustering 
method for hierarchical network The prohlem of node 
mobility in the clustered network is addrevsed in this 
algorithm. MCCA and MHCA create mob1lty awarencs> 
to the nodes by Tiume scheduling the movement within the 
network. Centralized hierarchy may overburden sonc part of 
the network. 

Shoukat (4] et al. describes the commonly found Black 
Hole Altacks in 1OT and WSNs that are bascd on Hierarchrcal. 
trust, muli hop and secure routing. But the methods here are 
suitable to a particular application. Hence. methodology has to 
be designed to mcet the encrgy. procesing and computation 
power demands suitable for var1ety of applcations 

Mohamed [5] et ul.. has proposed a method to resist 
Blackhole attacks on MANET Blackhole Resisting 

Mechanism (BRM) is incorporated to resist malicious attacks. 
This protocol does not use cryplography or authentication 

mechanisms, instead uses umers and thresholds to identify 
malicious nodes. This protocol is able to detect and resIst thc 
malicious behavior of node within a short time span. Further. 
black hole attack can be applied as a resisting mechanisms to 
other reactive protocols. 

Guanggian [6] et al., has proposed Routing twchnique by 
formation of clusters for movable Sink in WSNs that includes 

obstacles. Heuristic tour-planning based on spaning grap: 
methods are adopted in this above algorithm. Grid-bascd 
techniques are adopted to shorten the scheduling tasks durng 
collection of information from the cluster heads. One such 

method is spanning graph algorithnn that determines the 
shortest path fromn source to sink and avoids obstacles. 

688 

Salim {7] et al., proposed Secured AODV Rout ng Protocol 
addressing the black hole attack in VANET. Unpredictahble 
Imovement of VANET has caused the network to face the 
security issues. In this work, efficient method to detect the 
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Aluminum Alloy Composites are utilized widely in current years, as it 

recommends higher mechanical properties than base aluminum alloy. 

As they have high proportion of strength to density and superior wear 

protection, it has broad assortment of uses in marine and Automobile. 

In the present work, a stir casting method is used to fabricate hybrid 

composites reinforced with Boron carbide with an average mesh size 

100um and AI,O, of mesh size of 80um particulates. Optical 

microsCope is used to study the micro structural characterization of the 

Aluminium hybrid composites. Tensile strength and Hardness of the 

hybrid composite increased as increasing the particulates of 

reinforcement. 

Topics 

Composite materials, Alloys, Materials properties, Mechanical 

properties, Metal oxides 
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In this study, the mechanical properties of Aluminium A356 alloy 

reinforced with particulates Al,0, and RHA particulates were first 

experimetally examined and then ANN implemented in order to model 
the mechanical properties including UTS, Percentage elongation and 
Hardness. The test specimens were machined to ASTM standards 

and were subjected to artificial ageing and solution heat treatment. 

The mechanical properties were studied and considerable 
improvement was observed in double aged with strain /stretching 
condition. t is also revealed that Artificial Neural Network can be 

employed for optimizing the process parameters of aluminium alloys. 
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Reactions of ruthenium(ll) chloride and rhodium(ll) halides with 6 
pyridyl-5,6-dihydrobenzo[4,5]-imidazo[1,2-C]quinazoline in 
stoichiometric amounts in methanol produced binuclear complexes of 

the compositions (RuCL(u- CI) (N-N)], and [RhX,(N-N),. nH,0 (n= 0, 
X= Brork n=1,X= Ci). [Rhl, (N-N)J, was prepared by stirring a 
mixture of rhodium trichloride with fifteen fold excess of sodium iodide 

and the N-heterocycle in methanol. Rhodium halides in 2 

methoxyethanollalcohol reacted with (N-N) in presence of CO to 

produce complexes of the types (Rh(CO),(N-N)jCl and 
(Rh,Br,(CO),(N-N)]. The complexes were characterized by elemental 

analyses, molar conductivity measurements, IR, electronic, 'H- and 
1C-NMR spectral studies and by mass spectra. Probable structures 

have been proposed for the complexes. The complex (RuCI,(u- CI)(N 
N)J, in DMF was found to reduce nitrocompouds to corresponding 

amines using formic acid as hydrogen donor. 

Topics 

Transition metals, Electrolytes, Mass spectrometry., Nuclear 
magnetic resonance spectroscopy, Organic compounds, 

Hydrogenation process, Catalysts and Catalysis 
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Abstract 

The data security of an information is predominant in the digital world and gaining lot of importance. Cryplography and 

steganography are widely used in providing security to an information. In the proposed algorithm, the image encry ption and 

steganography are performed using Knight's move in the game of chess called Knight's Tour Algorithm. Minimum block 

or square required for a knight's tour to reach all the squares is 5x5 block. The 5x5 blocks pattern generated is used tor 

image encryption. The encrypted image is then embedded into another image and block shufiing is performed to ohtain a 

crypio-stego image. Proposed algorithm is robust and provides high data security witha good PSNR and SSIM. 

Keywords Cryptography Crypto-Stego Knight's tour -PSNR -SSIM- Steganography 

Introduction 

The incessant devclopment and popularization of digital 

lechnology has changed the processing of secrel images. The 

entire world is moving towards smart era driven by digital 

tcchnology and all information is accessible at finger tips. 

Every second. more than a million information is exchanged 

across the internet in different formats, such as text, audio, 

image or video. Information in the image is sparkling and 

visually attractive than text information. Sensitive, personal 

information or defense information related to a country or 

medical information or documents related to an organization 

need to be proltected from trespassers when it is distributed 

and sharcd over intcrnct. 
The recursive rOOl cause analysis is carried oul on trap 

ping and attack of information by trespassers and data 

protective techniques arc improvcd with new sccurity 

This article is part of the topical collection "Cyber Sccurity and 

Privacy in Comnunication Nctworks gucst cd1ted by Rajis Misra. 

R. K. Shyamsunder. Alexiei Dingli, Natalie Denk. Omer Rana. 

Alexandcr Pfeiffer. Ashok Patcl and Nishtha Kess wani. 

B.S. Shashikiran 
shashikiran.bisileri @gmail.com 

Department of Elecironics and Communicalion Engincering. 

Vivekananda Institute of Technology. Bengaluru. Karnataka, 

India 

Bangalore University. Bengaluru, Karnataka, India 
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SN 

algorithms. There are many eflective techniques lhat are 

available to protect the data from unauthorized access like 

cryptography and stcganography. Image filcs are extensively 

used nowadays due lo its high capacily and easy accessibil11y 

and protecting these image tiles are the top priority. Many 

cryptography. steganography and erypto-steganography 

algorithns are developed. 

Chess is a game of adaptive strategy and intelligence. 

Each move of pieces in the chess ends with some pattern 

by the end of game. The patlern of each pieces has encour 

aged many combinatorial puzzles. The most interesting and 

popular patterns are oblained from Knight's Tour and Eight 

Queen puzle. 
Knight's tour (|-3] is an arrangement of moves of a 

knight on a chess board such that knight visits cach square 

just once. If the knight tops on a same square where it 

started, then it is called closcd tour, otherw ise it is open. Thc 

knight's (our problem has become the mathematical puzzle 

and motivated open thoughts for many image processing and 

pattern-based rescarch work. The move of knight in chess 

game are very lacical to end the game with possible win. 

Knight's tour is not restricted only for a chess board size 

8x8, but it can bc extendcd for any size MxN. To obtain a 

solution lor Knight's tour, minimum size of the bourd should 

be 5x5. Figure la shows one of the patlerns generated by 

knight's lour on 8x 8 board and Fig. lb shows one of the 

patterns generated by knight's tour on 5x5 board 
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Abstract Data security and energy efficiency is the most exactng issue in Wireless Sensor Networks (vVSNS) in this 
paper, we propose a protocol for secure and energy efficient data transmissIon between the source and the dest1nat1on 
This protocol involves Cluster Head Selection (CHS) phase and Secure Data Transrn1ssion (S0T) phase Frst. CHS 
phase elects an eficient aggregator node based on local1z at1on, then the sensed data is torwar cded to the Cluster He ad 
(CH) and CH aggregates data In turn, SDT phase focused on prov1ding secunty to aggregated data Thus. the proposed 
protocol. ETP utlizes the node's resource parameter uniformly, wh1ch in turn unproves Network Lfet1me and maann1zes 
Throughput Rate The ETP Is sImulated us1ng the NS? sImulator and compared with Fuzzy C-Means centrad algorthm 
and a secure aggregation protocol implemented using SAR(Secure Aware Ad hoc Fouting Routing) The turme c omplexty 
of ETP protocol is O(m2 n) 
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Environment 

INTRODUCTION 

Shaita K 
P'rofeesor, 

Abstract Wireless Personal Area Network is widely used 
in day to day life. It might be a static or dynamic environment. 
As the density of the nodes increases it becomes difficult to 
handle the situation. The need of multiple sensor node 

technology in a desired environment without congestion is 
required. The use of autonomic network provides one such 
solution. The autonomicity combines the local automate and 
address agnostic features that controls the congestion resulting 
in improved throughput, fault tolerance and also with unicast 
and multicast packets delivery. The algorithm LA based ANA 

a Bluetooth based dynamic environment provide 20% 
increase in throughput compared with LACAS based Wireless 
Sensor Network. The LA based ANA leads with 10% lesser fault 
tolerance levels and extended unicast and multi-cast packet 
delivery. 

Departmet of Ele nnte s ond 
Commmncation nggoeei: 

Vivekanadua Insutute of lechnolog. 
Bengalurn, Karnattaka, India 

Keywords- Autonomic Network Architecture (4NA), 
Bluetooth, Dynamic Environment, LACAS, Piconet, Stochastic 
Model, Wireless Sensor Networks. 

An abundant application can be found due to advances in 
micro-sensing technology that led to a considerable volume in 
the area of Wireless Sensor Networks [1]. One of the short 
range transmission is Bluetooth [2] technology that uscs 
Time-Division Multiple Access (TDMA) and Frequency 
Hopping Spread Spectrum (FHSS) for its transmission 
between nodes. While IEEE 802.11 doesn't make a decent 
choice as it contains idle listening and collision avoidance 
making inappropriate for WSNs. As discussed in [3] there 
exists various advantages and limitations with BIluetooth 
based-WSNs. Separate channels are used to avoid interference 
while using Bluetooth within the available radio range. It 
competes with shared channel in a greater extent [4). 

978-1-7281-6823-4/20/$31.00 (C)2020 IEEE 

The WSNs applications are completely diverse and are 
widespread leading to protocols that are always application 
driven multilevel specification that involves large amount of 
sensor activity within a geographical area. This can also 
involve Heterogeneous network and communication through 
a sink node. The transmission of Bluetooth is limited with few 
tens of meters. Hence, there is a requirement of multi-hop 
routing in designing the dynamic environment with a large 
spread nodes (5). 

Numerous application can be fulfilled using above said 
networks and few of them are: monitoring the habitats, Health 
Monitoring, Monitoring Weather, civil construction and 
others (6]. These applications require data transfers at a bit 
faster rate and occurs with an unpredictable bursts. Thus, 
Bluetooth based WSN would be the feasible method for such 
an environment [7]. For the effective scatternet fomation with 
a multi-hop network in a bluetooth environment is discussed. 
It acts as a base for involving an Autonomic Network 

Architecture in a Bluetooth environent [8| Thus, to prvrd 
various communication opportunilies and ser ICes lor ri vai 
use is an incredible usage of the wireless perstial deves m 
a hcterogencous nctworks (9). 

In a Bluetooth environment there exist two styles o! 
configuring a nctwork: Piconet forms the basic network unt 
with one MASTER and several SLAVES and is shown 
Figure I(a) and Scatternet combines an add1tional piconet and 
is shown in Figure 1 (b). Scatternet is always a multiple piconct 
configuration and is addressed as PIMP (Participant ir 

Multiple Piconets) that involves bridge nodes with an 
exceedingly time division manner (9) 

(a) 

222 

Venugopal KR 
Vte han ellor 

Fig 1. Representations of(a) Master Node and (hb) NMaster Slave 
Nodc and Slave/Slavc Node in Bluctooth Envir onmenl 

The master driven time division duplex scheme is 
ennployed in Bluetooth with a spccific time slots. These tinne 
slots are distributed alternatively between Master and Slave in 
each and every piconet present in a dynamic environment 
With auton onicity involvement even and odd slots oftime are 
dedicated with the Master and Slave transmissions [1 
respectively. In addition, there cxists an inter-piconet 
scheduler while allocating the pconet scheduling process 
involving multiple piconets (2), The ANA architecturc 
consisting of two layers of co-ordination namely. lower task 
execution layer called the host controller and therefore the 
application and better task allocation layer with local automate 
is as shown in Figure 2. The host controller shares bet ween 
the neighbouring nodes and native autonate that ditters fTom 
existing layered architectures with multi-hop coord1natuon that 
adopts a reactive method [ 131. 

Appication 

Hos: Contraller 

(b) 

Pfhcipal 

AutonomIc Nerwark 

Architectu'e 

Local Automate 

Fig. 2. ANA: Autonomic Network Architeeture 
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Shala K 

P'rofeso 

4hat Energy efficiency is the major concern in designing 
tra-Widcband (UWB) based WSNs. In designing the 
heterogeneous WSNs in dynamic environment data 
transmission would be difficult due the presence of larger 
density nodes. This problem can be resolved using an autonomic 
based learning in a MAC Layer of UWB TxRx. In this paper, 
the process of Local Automate based Autonomic Network 
Architecture (LA-ANA) is deployed at the MAC Layer of the 
WSNS. The method learns repeatedly from the previous 
occurrences and avoids the congestion. The simulation results 
show an increase in throughput and decrease in energy 
consumption. 

I. INTRODUCTION 

Deporiment of Electronu < ond 
('ommmunication Engineering 

I'ivekanada Institute of Technology 
Bengaluu, Karnattaka India 

Keywords-Autonomic Network Architecture, Dynamic En 
vironment, LACAS, Ultra Wide-band, Wireless Sensor 

Networks. 

Analysis and design of low cost integrated sensing, 
communicating and computing nodes requires an innovative 
technology in wireless networking, array processing and 
microelectronics that are efficient to perform various required 
collaborative space-time processing tasks. Wireless Sensor 
Networks finds a significant consideration in the areas of 
embedded systems, networking, multi-agent systems and 
pervasive computing [!]. Real-time scenarios like environment 
monitoring, disaster relief involves the distributive sensing task 
which is achieved by combining large number of static sensors. 

Lots of research and development in wireless extensions 
are predominantly characterizing the unique functioning of 
WSNs (2). The most effective use of every surface of 
communication protocol is essential and mandatory that 
demands the requirement using cross-layer design model and 
combined protocols like Local Automate and ANA. This leads 
to many newly distributed algorithins and protocols like signal 
processing, fault tolerant routing protocols that are self 
organizing, energy efficient MAC and self-healing sensor 
network. 

978-1-7281-2327-1/19/$31.00 2019 1EEE 

In the OSI model, medium access control (MAC) [3] layer 
is used as glue to thread all the said solutions. The core for 
proper functioning of any communication system, can be 
achieved using automata design. The main function of MAC is 

to coordinate access and transm1t it over a med1um that arc 
common to several nodes. Within the spectic comunicaton 
range there are chances of interference lead1ng to packet loss 
and need to be retransmitted. wSNs ranges from small sze 
industry to large scale industrial applications that are scattercd 
because of associated and scheduling delay at MAC layer to 
the link layer [4-5]. 

A. Motivation 

The assurance of long existance nodcs in WSNs with 
specific energy and complexity of design necd to tbe considered 
while designing the MAC in active and sleep modes 
Therefore, in designing the MAC protocols reliabil1ty. 
longevity, fairness, scalability and latency are the primary 
concern [6]. 

Reliability in data transmisNion can be achievcd bv 
considering the congestion into account Due to congeston 
energy cosumption increases resulting in loss of packets and 
create unfair and non-reliable flow of packets with the help of 
intermediate nodes reducing throughput[7]. These issues have 
to be addressed while designing WSNs for any applications. 

B. Contribution 

Bangole lniveruty 
Hrngalvrn 

Aarnataha Indio 

Leaming based Autonomic Network Arehitecture (ANA) is 
proposed with reliable communication which integrates UWB 
sensor network with complex dynamic cnvironments at a 
larger rate between the nodes. Congestion and throughput 
levels have to be optimized in dynamic environment 
containing large density nodes within smaller space. Thus. 
learning based ANA in MAC laycer would provide a solution 
in managing large sensor activity providing an energy elticient 
data transmission. LA based ANA introduces the function ot 
MASTER/SLAVE to respective nodes even if the nodes are 
not available in the communication rangc. 

C. Organisation 
Section II provides related work. Section ll provides 

implementation of the work. Implementation of the algorithm 
is discussed in Section |V with the help of flowchart. Section V 
provides simulation environment and performance mctrics 
used in evaluating the results. 
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1. Introduction 

20 

ABSTRACT 

The number of vehicles currently on the road 
is rapidly increasing. This scenario will create a 
lot more challenges for the oil supply industries 
to meet the demand on another side as wel as 
increasing the depletion of fossil fuels day by 
day. The global warming caused by increased 
emissions from these vehicles leads to an 

increase in carbon footprint. To order to meet 
the demands of vehicle users, fossil fuels are 
increasingly declining and therefore need a 

change to alternative energy sources [1). In 
addition, the harmful emissions that deteriorate 

*Corresponding author, 

Experimental investigation was carried out to study the combustion, engine 
performance and emission characteristics of a single cylinder, naturally 
aspirated, air cooled, constant speed compression ignition engine, fuelled with 
five modified fuel blends, Diesel, B20o (Diesel-cotton seed oil biodiesel) and 
Diesel- cotton seed oil biodiesel -with silicon oxide as a Nano additive with 

three different concentration 50ppm, 75ppm, 100ppm, and the results are 

compared with those of neat diesel. The Nano additive was mixed in the fuel 
blend along with a suitable surfactant by means of an ultrasonicator, to 

achieve stable suspension. The properties of B20, B20 + silicon oxide fuel 

blend are changed due to the mixing of cotton seed biodiesel and the 

incorporation of the with silicon oxide Nano additives. Some of the measured 

properties are compared with those of neat diesel, and presented. The 
release rate, are cylinder pressure during the combustion and the heat 

higher in the B20 + with silicon oxide 100-ppm fuel blend, compared to neat 
diesel. Further, the exhaust gas temperature is reduced in the case of the 
B20 with silicon oxide 100ppm of fuel blend, which shows that higher 

temperature difference prevailing during the expansion stroke could be 

the major reason for the higher brake thermal efficiency in the case of B20 
with silicon oxide 100ppm of fuel blend. The presence of oxygen in the Cotton 

seed biodiesel and the better mixing capabilities of the nanoparticles, 
reduce the CO and UBHC appreciably, though there is a small reduce in NO 

at full load condition. 

E-mail: deepu.doit@gmail.com 

the atmosphere are created by burning the 
petroleum-based fuels in a combustion engine 
Therefore, due to concerns such as the scarcity of 
fossil fuels and the rising cost of fossil fuels, the 
need for the production of alternative fuels 
has arisen (2). Bio fuels have certain specific 
characteristics features such as lower viscosity, 
better atomization, density, evaporation and 
net calorific value making them equivalent to 
diesel [3). bio fuels are alternative fuels that 
researchers pay more attention to because of 
their environmentally friendly nature and 

their ample availability on Earth [4]. During 
the implementation of these bio fuels in diesel 
engines have significant benefits were noted 
such as major reduction in the engine exhaust 
pollutants like UBHC, Smoke emissions and 

Manufocturing Technology Joday, Vol. 19, Nq, 7-8, Jul-Aug 2020 
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Montgomery Multiplication with Vedic and Lncoded Multipl1er 
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Abtruct--Resoure constraint Vireless Sensur Vetworky 
requires the fast nultiplicrs that are crucial for data processing. 
Scalur or Point multiplication, the most important operatipn of 

Elliptic (urve Crsptugraph1 (ECC) Is carricd out 
\Montgomery Multiplication n hic h is inplemented using Vedic 
and Encoded Multipliers. Both the multiplicrs are desigued for 
basie inite ficid multiplicatian operations at lower levels of 
design that increases the ovcrall perfor mance of the crptoss sten 
in terms of speed. area. operating frequency and consumption of 
puw er. The cneoded architecture has los yate count and it 

decreases the oumber of partial products in its multiplier 
architecture. in puint doulbling and point addition thc 
multiplications are dune n Encoded Multiplier and squuring 
using Crdhva Trivambhags am Vedic 1Multiplier. lier. Ior 

CxperimIental purpose the ervpto sy stem is first implemeoted with 
GF(2) and expanded to F The svnthesis result gises that 
delay of 3.510 nanosccunds for 8 bit point multipliation and 

2608 nanuseconds or 194 bit. l pon device utilization t is 432 
L.UTs for & bit and 7455 tor 194 bit architecture. The static 
puw er utilization for 194 bit is 178.,43 mW The processor w ith 
cncrption deervptiun of 194 bit key and data is inple mented 
sciecting lon cost optimized Nilins Spartan 3E NC3SS00/ FG0 

Keywords-FPGA, Eiliptic Cune Crypography, Encvded 
MultipBier. Montyumery Multiplication, Public key (ryptogruphy. 
(rllva Triyumbhugvem, ireless Scnsor Setwork. 

IN TRODLCTION 

The najor issuc in Wircless Seasor Netw orAs (W SNy wth 
sensor nodes is her controlled resource with tespect t 
crvptographic opcrations The sensor capacity in handling the 
ddit:onui computations depends 0 the rptograpc 

processes siNC, I! i imiled hy the usage ol power arca unl 
tme Hence. P'ubl Kev (ryptography is tencd to be iost 
fcasible in WSNs by us:ng Elliptic Curve (rptography 

(ompared to RSA crptosstes lits (iurs 
Cryptography tun tions as the suitable cryptographic tool duc 
to its smaller key siz: und security |21. The tc 
Cnptosy stem is implcmentcd on FPGA for sensor nodes that 

are usod n Wrcless Scnsor Netn orks (W SN) In whch odes 
ure FPGA based |3| Conv entonal microcontrolier's sensor 

nodes do not provIde sdequutc computation pec le pre'Cs 
public kev crvplographic operatons (!||21 Th ptentials 
FPGAs In sclhor lode aruhutcctres hd thwif appli ations rc 

Sensor Nodcs 

l'enugupal K R ILTI lles 

Bangtlerelet 

fotn aton: Detn ot nultupier It dtte 
tcchn:que to optmmze tnc arca nd comput: n 

baste burldng blocks of anthmeti logI t0 nhatiu ie 'ccd 
of operation lmpicmentatitun to: huidn are pp..tois fe 

is prelerIed in the desiga of hatdw.l Alchc!u. 
specnticall, the challenge is to eleet an ! POA dec tit i 
avuilable at minnal cost. but cal athod : Mt 
ot iptograph, opetien% 
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A Light Weight Implementation of ECC Cryptosystem on 
FPGA for nodes in Wireless Sensor Networks 

ABSTRACT 

ISBV: 978-93-86171-60-3 

Leelavathi G, shaila K', Venugopal K R* 

I Vivekananda Institute f Techmology. Bengaluru. Karnataka.bnda 
Universiy College of Engineering. Bengaluru, Karnataka, India 

The ECC Cryplosystem is implemnented on FPGA for sensor nodes that are used in IVireless Sensor Networks in 

which nodes are PGA hased. Scalar or Point mul1iplicuion, the mnst important peration of ECCN carned 
out with double and add algorithm which is implememed using Karals1ba Muliplicr The keratsuba ltultipder 
designed or basie finite field multiplication operations at lower levels of design ncreased the overall 
performance of the cryptosstem in terms of area, speed. uperating requeny and power consumptton. The 
processor is optimized for scalar multiplicativns with Lopez Duhab und Mixed cordinate sstems. This 1ork 
CONCeNitrates on lighrweight inplementatiton of ECC hat is suitable for Wireless Sensor Nodes The previous 

implementations mainly concentrates only on Poin multiplicalion where as in our work ve have implemented 
complete ECC cryptosystem with 40% less device utilization on FPGA Artix-7cal00-2esg324 and the speed 
achieved is 432MH: 

1. INTRODUCTION 

Keywords: Elliptic curve cryptography, FPGA, Karatsuba Multiplier, Point Multiplication, 
Wireless Sensor Networks 

The spccial nccds of Wircless Sensor Nctworks (wSNs) such as sceurity isstues, communication protocols and 
hardware platlorns. rcquirc an intense rescarch activity. Different applicalions cmpluyed on the sane WSNs 
environment will have diverse security requirements. inferring the necessity of using dissimilar security 
algorithns. Encryption is a sensible countermcasure to proteet data, altheugh it inercascs New proceng load tuo 
the nodes. Conventional mierocontrollers found sensor nodes do not provide adequate computation power to 
process public key cryptographic operations [1][2). The practice and potentials of FPGAs in sensor node 
architccturcs and their applications are cxplorcd in [2). 

Neal Koblitz and Victor Miller proposed Elliptic Curve Cryptography (ECC) in the ycar 1985, Al prescnt, ECC 
is the most etticicnt and preterrcd PKC system with shorter keys. The security is to concentratc the d1tticulty of 
solving Elliptic Curve Disercte Logarithmic Problem (FCDLP)[3), ECC is ataining popularily sinee it provides 
similar security with significantly smaller key lengths. This feature makes it suitable for resource constrained 
devices likc wireless sensor nodes. 
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Modeling and Formal Verification of SMT Rail 
Interlocking System Using PyNuSMV 

Rakcsh L 
Department of Computer Science and Engineering 

Jain Institute of Technology 
Davangere - 577 003, Karnataka, India 

dr.rakeshl 68@ gmail.com 

Abstract- The success of urban smart mass transportation (SMT) 
Systen1 lie down in their ability to give frequent, fast, safe, and 
comfortable journcys in the urban conglomeration. In the railway 
signaling province, a railway interlocking is a computerized system that 
manages the railway signaling entities to permit a risk-free operation of 
the train traffic. Bcing a safety-critical system, the development of a 
railway interlocking systems follow several standards, such as CENELEC 
ENSO126, ENS0128, and lECó2279, which suggest the use of finite state 
machine inside the system modeling phase, and formal methods in 
verification, and validation phases. Often, they do verification and 
validation of railway interlocking tables physically and is thus fault-prone 
and expensive. So, within our research work, we used nuXmv as a 
modeling tool, and PyNuSMV as a verification tool, for verifying safety 
and liveness properties. As well, the reliability of the developed model has 
been validated by means of counterexamples and custom CTL model 
checking algorithm. We can also apply our developed model on real 
urban railway interlocking systems. 

Keywords Binary decision diagram, control table, finite state 
machines, formal specification, formal verification, magnetic levitation, 
model checking, railway interlocking, safety-critical systems, smart mass 
transportation. 

I. INTRODUCTION 

Railway transportation system is deliberated as a keystone 
in nation transport organization, especialy in metropolitan 
areas. Each ycar, grcater than 600 million commuters use 
railway transport and greater than 7 million loads of cargo 
transported by rail. This prominent railway transport role in 
nation's budget is the threat of repetitive rail disastrous 
collisions in the past few centuries. In one of these collisions, 
the reason was improper physical verification, and validation 
of operational specifications (called control tables, or 
interlocking tables), for railway interlockings, and missing of 
safety requirements document [2] [12]. 

As railway systems evolved from the mid-19th century, the 
signaling systems started developing the initial primitive 
systems. The two main goals of railway signaling were: 

1) Provision of safety from collisions, and derailments. 

2) Give as grcatest line capacity as possible, for running 
many trains on the same line within the safety 
constraints. 

978-1-5386-3039-6/18/$31.0002018 IEEE 

Lokanna Kadakolmath 

Department of Computer Science and Engineering 
Vivekananda Institute of Technology 

Bengaluru - 560 074, Karnataka, ndia 
lokanna.vk@gmail.com 

So, a general architecture of signaling model includes the 
subscquent documents: 

1) The railway yard, which describes the location of 
signals, and points in a segment of the railway system. 
and the approved routes between the signals. 

2) Functional requirements for the signaling of the 
railway yard this is nowadays given in the mode of 
control table and depicts how the overall signaling 
principles are realized in this railway yard. 

As a safety-critical system, the development of railway 
interlocking system must meet the fail-safe requirements. So, 
the use of formal methods in railway interlocking system 
enhance the quality and boost the confidence level by 
automatically verifying the fail-safe requirements. 

K. Winter and N. J. Robinson [14] have modeled the 
interlocking of large railway using ASM formal notation. 
They converted ASM model into NuSMV model and specified 
safety propcrties using CTL formulas. 

R. Abo and L. Voisin [1] have checked large interlocking 
table using B language and the OVADO tool. But the use of B 
language is not appropriate to state the interlocking logical 
rules because these needs the system states to be retrieved 
globally by various logical rules, while abstract machines 
compress their state variables, which are reachable only 
through procedures. 

N. A. Zafar [15] has modeled moving block railway 
interlocking system, using an un-directed topology that is 
dynamic topology in which direction of any track can be 
switched as needed, and formal specifications are deseribed 
and validated using a VDM-SL toolbOx. This work was one of 
the benchmarks for developing the abstract model. 

Xi. Wang, S. Liu, and et al. [I3] have modeled the 
communication-based train control (CBTC) interlocking 
system. In this method, they used a modern modeling method 
to build system model, state main safety properties, and 
perform formal verification using SCADE tool. But sing 
SCADE we lose the state machines and any information on the 
underlying architecture of the model. 
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Single Repair Pattern Tree Algorithm for 
Single Failure in Erasure-Coded Distributed 

Storage Systems 
Lokanna Kadakolmath, Pramod N, Lakshitha K, Harish A. Lokesh KumarS 

lokanna vke gmail conm, writesomehng007(a al com,lakshutbank(a gnanl com, 
amupojharisha gmail.com.iamlokhua gmail com 

Department of Computer Sciene amd Engineering 
l'ivekananda Institute of Technologr. Bungalore-74, Karnutuku, India 

thsract - In distributed systems we use erasure 
codes for data dependability, And we use of huge 
amount of data for repairing a single failure which 
would take more time on replacing a single node. To 
overcone rescarchers came out combining network 

coding for regenerating codes. Here they considered 
only about storage whercas the code construction was 
quite difficult. Hence this paper combines the 
network coding with nctw ork structure to generate a 
repair tree model to simplify the above repair 
problem. By decomposing the repair computing 
among the tree nodes will reduce the tension of 

computing. The performance and results of repair 
trec shows that it is thrcc times faster in computing 
when compared to previous an double times the 
repair throughput even after having the data 

restrietions. And finally we present the extending idea 
of repair tree for repair multiple failures. 

keywords -Distributed storage NJNems, Erasure codes, 
Repuir tree, Decomposed repair computing. Single 
failure. 

INTRODUCTION 

Distributcd storage system that manages largc scale 
datascts and storcs files as fixcd-sizc blocks. which 

form the basic read/write units. It is usually 
specifically uscd to refer to cithcr a distributcd 

databasc wherc users store information on 
a numbcr of nodcs, or a computcr ntwork in which 
users storc information on a numbcr of pccr 

nctwork nodes. 

In coding theory. an erasure code is a forward error 
correction (FEC) code under the assumption of bit 

erasures (rather than bit errors), which transforms a 
mcssage ofk symbols into a longer message (code 
word) with n symbols such that the original 
messagc can bc rccovered fronn a subsct of thc n 

symbols. Erasurc codes arc an cfficicnt mcans of 
storing data across a nctwork in comparison to data 

replication, as they tend to rcduce the amount of 

data storcd in the network und offer incrcascd 

resilience in the presence o node failures The 
codes perform poorly though, when repa1r of a 
failed nodc is called for. as they typically rcquire 
the entire file to be downloaded to repair a failed 
node[3]. A new class of erasure codcs, termcd as 

rcgcncrating codcs werc rcccntly introduccd. that 

do much bctter in this respcct. 

t data d1sks 

Decodig 

Iig.I An erasure-coded storage system cncodes k data disks 
onto n codmy disks When up to m disks la1l. ther contenls ar 

decoded by the erasure codel2| 

A single point of failure (SPOF) is a part of a 
system that, if it fails, will stop the entire system 
from working. SPOFs are undesirable in anv 
system with a goal of high availability or 
reliability. be it a busincss practicc. software 
application, or other industrial system. 

"Principal 

n Cod1ng d1sk 

Fiy ? ln this dagran the router iNa single pont of fulute for 
the communication network betncen conputers 

Systens can be made robust by adding redundancy 
in all potential SPOFs. For instance, the owner of a 
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Abstract� Railways form a major part of the transportation 
nationally. It is ma inly used as a means of transportation and 
to transport goods. To provide an cfficicnt and a safe way of 
transporlation, it's nccessary lo provide an cflicicnt 

interlocking system. Manual methods of interlocking are fault 
prone duc to which formal metho ds of verification and 
validation in computerized syste ms are used. General purpose 
programming languages show a lot of disadvantages for 
developing an urban railway interlocking system because of 
which the formal methods can be used to devclop a better and 
a superior urban railway interlocking system. The success of 
urban s mart transportation systems lic down in thcir ability. 
The railway signaling province that is railway interlocking is 
computerizcd system which ensures the entities for a risk frec 
operation in the train traffic. It follows several standards which 
use the finite state machine in the system modelling phase, 
formal methods and validation process. To reduce the state 
space explosion problem we use CBMC as a bounded model 
checker and SAT solver or verifying safety propcrtics and the 
reliability of the model have been validated with the help of 

counter examples. 

Keywords rail transit, deep learning, formal verification. 
formal specification, safety critical syste ms, smart mass 
transportation, interlocking syste m. 

1. INTRODUCTION 

One of the most important and keystone mcans of transportation is 

the railway system, transporting around 7 million pcople cvery year 

and 600 tons of goods. It is important to provide an cflicient 
signaling and interlocking system lor such a huge railway syslem. 
Some of the main goals of lhe interlocking system are: 

1) Provide safety from any sort of collision and provide a cntically 

safe environmcnt for transportation 

2) Provide the longest possiblc track clcarance lor running train so 
that frequcnt stops can be avoided. 

To guarantce this safety, we usc a formal mcthod of functional 
requiremcnt for the railway yard. Onc of the most important factors 
in the development of an urban railway interlocking systems that 
arc critically safe is the fornal and automated verification of code. 
Some of the major challengos that are scen in this method are that it 
is d1fficult to speeifv global constraints and it is a very big task to 

conduct assume a previOusly taken global constraint and 
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veriication on it. Thesc disadvantagcs can be removcd by using 

Event-B along with session types. 

With incrcase RT (Rail Transit) safety becomes the most important 

factor. A Small accident can be fatal leading to heavy losses and to 

prevent this therc arc existing systcms that usc fuzzy fault frce 

lcchniquc and a shallow ncural nctwork. Thcse systems have more 

error rate and it is difficult to get satisfactory results. To avoid tis we 

use deep lcaning for the safcty prcdiction of RT. the concept of decp 

belief network (DBN) is used and will protuce satisfactory results 

K. Winter and N. J. Robinson [|4] have modeled the interlocking of 

largc railway using ASM formal notation. They convertcd ASM 

model into NuSMV model and specificd safety properties using CTL 

formulas. 

R. Abo and L. Voisin ||| have checked large interlocking table using 

B language and the OVADO tool. But the use of' B languagc IS not 

appropriate to statc the interlocking logical rules because thesc necds 

the system stautes to be retrieved globally by various logical rules. 

while abstract mach1nes compress ther state varables, which are 

rcachable only through procedures 

N. A. Zafar [13] has modcled moving block railway interlocking 

system, using an un-dirccted topology that is dymamic topology in 

which direction of any track can be switched as nceded. and formal 

spccifications arc described and validated using a VDM-SL toolbox. 

This work was one of the henchmarks for developing the abstract 

model 

Xi. Wang, S. Liu. and et al. [13] have modeled the communication 
based train control (CBTC) interlocking system. In this method. they 
used a modem modeling method to build system model, state main 
safety properties, and perform formal verification using SCADF t00l 
But using SCADE we lose the state machines and any information on 

the underlying arclhitecture of the modcl. 

S. Busard. (Q. Cuppart. (C: Limbree. & et al. |S| have modeled railway 
inlcrlock1ng bascd on solid state intcrlocking (SSI). n this method. 

they used a modern moieling method to build system mudel, state 
main safety properties, and perform fornal verification. 

Principat 

Xi nalin and Loui vitton ||| have checked large nterlocking table 
using B language and the OVADO tool. But the use of B language is 
not appropr1ate to stalc the interlocking 
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abstract--With the number of wcb services increasing on the 
internet today. developers are moving towards fusion of multiple 
senices called as hyhrids (mashups). Though these mashups ind 
ready sern ices it is difficult on the part of devclopers to choosc 
Nhich svice is better. Recommendation of such scrvices comes 

into picturc. Honever, devcBopers are more being engrosscd 
tOw ards the scrvices that are non-popular (long tail scrviccs), 
although there is diffieulty in understanding the recommendation 
of long tail wch services. The two complications for the 
recommendation of long tail weh services include antiquity of 
usage data. dissatisfy ing standard of description content. In this 
paper we initiate to build a deep learning framework that 
addresses these complications and performs a precise long tail 
recommcndation. To overcome the problen1 of dissatisfying 
standard of deseription content, we use Stacked Denoising Auto 
Encoders (SDA) to perform feature extraction. To mark the 
infrequcncy of antiquity of usage data, we lcarn the patterns of 
developer's inclination instead of modeling individual services. 

Index Terms-ong-tail, Mashup Query. Stacked Denoising Auto 
Encoder 

1. INTRODUCTION 

rrom he vicw of individual web developers, long-tail web 

service recommcndations are also hclpful which is 
demonstrated by giving social media as examples. For 

instance, whatsapp and telegram are uscful in sharing around 

the globe. However, if developer wants to build a hybrid 

(mashups) to provide a platform where a user can sharc a 

picturc. answcr conference vidco and audio calls in an 

cncryptcd manner we can usc "wickr' app which is a long tail. 
The figure I shows the histogram of long tail services. 
In recent days, thc long tail services are bccoming interesting 

topics for devclopers. Therc arc number of recommender 

systems such as collaborative based, content based and so on. 

Bul. thcy lack in accurale recommendations for long lail 

services. For rccommcnding high performance and best 

accuracy web services, we come across twO interesting 

challengcs such as, unsatisfactory in devclopcrS description 
content and lack of historical data usage. 
The forner challenge can be overcome by incorporating 
Stacked Denoising Autocncoder (SDA) [12]. SDA forms an 

important componcnt to lcarn robust and cttoctive 
representations. SDA will Ise screening noise. in order to 

alfcct thc uncertainty of words provided bv devclopers fon 
achieving better service representation and mashup querie 
lhe deep denoising neural network plays an iniporlant role 

The latter challenge explans that due to insullicient long tul 

usage rccords, we havc considercd lincar combination of 

functional1ties and var1ous oftlne factors Iike update inic. 

Usage counts and other side information. 

Figure I: Histogrann of long tail. 

By making eflcctivc usage of above mentIoncd idcas, thesc 

challengCs can bec overridden and bettcr accuracy with high 

performancc rccomnendation systcm can bc built. 

4. Motivution 

LONG TAIL 

In the rccent times with explosion of data available on the web. 

rccommendation systems are playing vital role allowing the 

users to choose the most appropriate serviCes acCording to 

their prelerence. With most developcrs considering services 

that have remaincd less lamiliar for their mashups, a nced for a 

recommender system that very precisely suygests the mosl 

appropriate serv ice comes into picture. 

B Contribution 

Generally. user prclerencs. service leatures. ralings are Uscd 

to gencratc rccommendation lists that fails to consider the 

unfamiliar long tail services. So we have to develop a tool 
capable of cxtracting uscful features trom such services and 
reconmend them lo the developers based on the requrements 

they prescm in the form of mashup query. Ilere we intend to 

integrate llhe tranning done oflline and the predietiol ol 
accuratc long tail services. 

C. Organization 
The rest of this paper is organized as follows: Seetion || 
describes various aspects of deep learnng uscd tor 
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